Risk approach

goes spare
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RISK = Chance or probability
of loss
®
RISk = effect of uncertainty
on opjectives
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How t

o deal with risk

Avolding the risk by deciding not to start
or continue with the activity

Accepting or increasing the risk in order
{o pursue an opportunity

Removing the risk source

Changing t
Changing t

ne likelinood

gc Conscguences

Sharing the risk with another party
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privilege
escalation

XSS

I

Vulnerablllty

Jechnieator HUMAN

SQL injection




“Threat

Opportunistic, Targeted or Organized
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Know your vulnerabilities

phctiohaase.
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Victim of "CEO FRAUD', his reputation is at stake



CEO fraud (a BEC scheme)

Cybercriminal poses Finance sends Cybercriminal
as company exec funds to receives money
and emails finance cybercriminal’s

person account



INvolce scam scheme

Compromised Payments are

account is used to transferred to

employee email send notifications to cybercriminal's
customers account




EC schemes (2013-2015) by Trendmicro
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victims countries estimated loss



2016, year of the ransomware

2016 in numbers

P . The number of new ransomware
modifications increased

-B-

A

x

new ransomware 2 900
families appeared @ '

62

Q1

Q3

o,

aconss ) Onein five

E SMBs who paid the ransom

_
A business attacked s

o

every every
2 minutes 40 seconds All the statistics were obtained using Kaspersky Security Network (KSN)
© 2016 AO Kaspersky Lab_ All Rights Reserved.



Ticket count

Number of ticket overtime

-~ Count per year
7000 1 ™= Count per month

6000

5000 -

4000 -

3000 -

2000 A

1000 A

4 > & 5 © 1 3
2 2 o 98> 2 O\ o> o

ciretlo
S Date



Ticket category repartition

2011 2012 2013
Others Others
‘ Finance | Industry
? Institution
Institution
Finance
Othérs Individual

2014 2015 2016
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Individual
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PEOPLE (awareness (trainit
petences...)

- ORGANIZATION (policies,
procedures, responsibilities...)

+  COMPLIANCE (privacy, IP,
~ notification..)
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..Is hot enough !

manage risks (CISO)

be proactive, detect & react
(CERT)

be ready, prepare for a CrisIS
have a.BCP/DRP

get an insurance




DON'T WAIT
10 BE HUNTED.
PROTECT

YOUR DATA.

uritymadein.lu

nor suffer in silence



MONARC - Optimised Risk Analysis Method
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